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A recent UK Government survey found that security breaches were 
experienced by 90 per cent of large organisations (up from 81 per cent) 
and 74 per cent of SMEs (up from 60 per cent) in 2015 compared to the 
previous year.

In addition, Britain is the target of the most cybercrime attacks, ahead of 
the US. 

And independent IT security professionals have warned of a rise in cyber 
attacks in 2016, placing all UK companies under increased threat.

Did you know: 80 per cent of businesses that suffer a major data 
loss or failure for more than 24 hours close within a year?

This e-book looks at the dangers posed by the increase of the 
BYOD culture and other issues affecting data security, as well as 
the steps you can put in place to keep your business, and 
its reputation, safe.

An introduction
Average costs for a 

business’ worst 
security breach of 

the year:

Large organisation
£1.46m to £3.14m

SMEs
£75k to £311k
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MWL Systems has earned an enviable reputation among larger SMEs and 
corporate enterprises for high quality IT support and solutions.

In addition to our 30 years of experience, all of our work is underpinned by 
our three core values: integrity, loyalty and trust. 

We understand the importance of being a trusted partner, and work with 
you with a long-lasting relationship in mind.

We have developed a winning method of designing, implementing and 
supporting systems, which deliver world-class standards of performance, 
based upon industry leading products and best practice.

We are strategically positioned to serve businesses throughout the UK and 
boast strong partnerships with industry leaders including Dell, Microsoft, 
VMware, and Nimble.

Our main areas of expertise are:

About MWL
One of only 
a handful of 

IT solution 
providers to 

achieve ISO9001 
and ISO20000.

� � �  � IT security                     Cloud services                     IT support                     Enterprise infrastructure and storage
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It’s predicted that by 2018, 70 per cent of workers will be using personal 
devices in the workplace, dubbed Bring Your Own Device (BYOD).

Whether to view their business email on their mobile, or gain access to 
documents stored on a server via their laptop, employees are increasingly 
using their own technology to carry out their work.

While this has notable benefits for employers including smaller overhead 
costs, improved productivity, and satisfying a staff member’s desire for 
flexible working, BYOD brings increased problems.

It can threaten IT security and place valuable data at risk, not to mention 
the damage to a company’s reputation in the wake of a breach.

A brief overview of BYOD
17% of mobile workers 

use their tablets before or 
during the morning 

commute.

72% of mobile workers 
want to be able to use 
their personal mobile 

devices for work.

3 out of 5 workers say they 
don’t need to be in the 
office to be productive.
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Mobile worker = a worker who spends more than 10 
hours working away from their main place of work 
per week.
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The first step is to understand through which devices employees are 
accessing company information. Be warned: constantly evolving technology 
has created a lengthy list of manufacturers, as well as operating systems 
and platforms.

Solution: introduce a BYOD policy that includes mandatory staff training on 
areas such as anti-virus software, amending security settings, and even 
password creation.

Did you know: 76 per cent of hacks into business networks were the result 
of a weak password?  Just ask American discount retail chain Target, who 
lost $162m (£113m), and experienced a damaged reputation, due to a 
username with a simple password getting hacked.

Ensure the person responsible for your IT has adequate 
knowledge on different devices and operating systems to 
resolve queries from employees instantly.

Ensuring IT safety
Two of the 

most popular 
passwords are 

123456, and 
‘password’.
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Also include mobile device management (MDM) in the BYOD policy.

MDM allows companies to control their data, regardless of the device 
it is on, from a central location.

34,000 laptops are reported stolen each year. If one your staff members’ 
laptop or smartphone was lost or stolen, would it contain sensitive company 
information? 

MDM allows you to remotely lock the device, as well as delete all business data, 
giving you added peace of mind.  This is also ideal for when an employee leaves the company.

There are also different options to separate corporate information from personal content such as family photos on the device, 
ensuring your employees’ own sensitive data is secure for them.

MDM also includes other benefits such as the ability to revoke access to certain data.

Mobile Device 
Management (MDM)

One of only 
a handful of 

IT solution 
providers to 

achieve ISO9001 
and ISO20000.
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Speaking of access to data, unprotected devices can serve as an entry point 
for hackers to gain access to secure networks.

Businesses should install different tiers of access based on how sensitive 
information is to limit who can view highly-valuable data. This includes at 
the office as well as when working remotely.

Install a visitor wifi to keep unapproved devices away from your corporate 
information. At the other end of the scale, create a secure and limited 
access network for a small number of trusted people and devices to 
protect the most important data.

In the middle is where day-to-day operations will take place, but we 
still recommend only allowing pre-approved devices to access this.

Maximise IT security by supplying a company-issued app, which uses 
encrypted connections to link securely an employee to the network. 
Additional steps include only allowing staff to access sensitive data 
through an encrypted SSL connection and using a VPN cloud network 
tool for online security and privacy.

Limit access
50% of the worst 
breaches in 2015 

were caused by 
inadvertent 

human error.
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 Email is one of the biggest sources of data security issues, and it’s the most 
common function added to an employee’s own personal technology for 
BYOD purposes.

Businesses don’t need to break the bank to invest in a secure and 
professional email service. Microsoft Office 365 includes secure 
email as part of its package, as well as ActiveSync support.

In addition, users will also have access to the full Office 365 suite, 
providing secure access to your information in the cloud.  Microsoft 
has also added MDM to Office 365. Check out page six for the 
benefits of this.

Email and associated 
security risks 84% of companies 

do not scan 
outgoing email 
for confidential 

data.
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IT security and protecting data is a risk for businesses, even if they have a 
robust BYOD policy or have a strict ‘no personal devices’ rule.

For example, phishing attacks are not only increasing, they are becoming 
more sophisticated. Spear phishing is now prevalent with targeted content 
causing more people to fall for such scams. 

Educate and inform employees about the risks posed, as well as to not click 
links if they think it’s unsafe or share sensitive information such as 
passwords over email.

We also suggest you run fake phishing campaigns to test whether 
employees are susceptible to email scams.

Spear-phishing is 
on the up

9

18% of users will 
visit a link in a 

phishing email, 
which could 

compromise data.
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 If access to the business’ server is needed off-site, but isn't possible, this 
opens up the avenue for employees using storage drives such as USBs to 
transport data around so they can use it anywhere.

In July last year, a stolen memory stick containing personal details of 13,000 
Barclays customers was discovered in the hands of criminals.

Whether lost or stolen USBs, or a disgruntled employee taking sensitive 
material, the ramifications for businesses of all sizes are huge.

Options for companies to limit the possibility of a data 
breach via external storage drives include:

• Blocking them from being accessed
• Monitoring and tracking what data is copied across
• Encrypting the drive

USBs and data 
security risks

67% of companies 
do nothing to 

prevent confidential 
data leaving on USB 

sticks and other 
portable storage.
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It’s not just the recognised firms such as TalkTalk and Carphone Warehouse 
that are targeted in cyber attacks, other large companies and small and 
medium-sized businesses are not safe either.

Any company with an IT infrastructure is at risk of a security breach.  Hackers 
identify and target weak points in the infrastructure and its software to gain 
unauthorised access to your data.

Run regular risk assessments against your software to spot potential areas of 
penetration by would-be hackers. 

Making sure your IT specialist is fully-trained in an ever-evolving landscape is 
also crucial to maximise protection against your valuable company information.

Weak IT infrastructure 
52% of businesses 

do not carry out 
any formal 

security risk 
assessment.
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For more information, to arrange a free 
consultation, or to speak to someone about 
how MWL Systems can support your business, 
contact us today. mwlsystems.co.uk
� 01978 858 300
� info@mwlsystems.co.uk
� @MWLsystems
� linkedin.com/company/mwl-systems

Head office address: MWL Systems, The e-business centre, Davy Way, Wrexham, LL12 0PG
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